o He30MNacHOCTM

\{‘0/( MexxayHapoaHas
Onumnunapga
no GUHaAHCOBOW

#HlickyCCTBEHHDBIV MHTENNEKT




=~ WMNckyccTBeHHbin uHTennekt (MN) X
Artificial intelligence

KOMIMbKOTEPHbIE CNCTEMDbI, CNocobHble BbIMOMHATb 3ada4in,
CBONCTBEHHbIE 4HesrioBe4eCKOMY NHTEJIJIEKTY

\
NN — 3TO TEXHONOrmn, NO3BoNAI0OLLME CUCTEMaM \

NOHMMaTb 3aNpPOoChl, CPOPMYNMPOBAHHbIE ECTECTBEHHbLIM A3bIKOM
aHanmManpoBaTb, 0bpabaTbiBaTb U HAXOOUTb HY>XHblE OaHHbIE
pacno3HaBaTb 0b6pa3bl, CUMBOJIbl 1 3aKOHOMEPHOCTU

oby4aTbCs Ha OOMNbLUVX NOTOKAX JaHHbIX

NPVHMMaTb PELLIEHNS N aganTUPOBaTbCS K Pa3HbIM YCII0BUAM

.




'ae npuveHaeTca MU

MepvuvHa n 3apaBooOXpaHeHue BaHkoBckaa chepa

* VHomBuayanbHble CXEMbl NMEYEHUS  ABTOMaATU4YECKUE MHBECTULUU
» PazpaboTka HOBbIX IEKApCTB * KpeauTHbI CKOPWHT 1 OLLEHKA PUCKOB
* AHanus faHHbIX = = « OnepaTnBHOE NPUHATNE PEeLLIEHU

O6pa3oBaHue NE ¥ HaykaunuccnepoBaHus

« ApanTtauua maTepuana nog y4eHuka BbICTPbIV NMOMCK 3aKOHOMEPHOCTEN
* BbigBneHmne npobenoB B 3HAHNAX YcKopeHne nccnegoBaHus
» CocTaBneHve gonoNHUTENbHbIX 3a0aHUN [lonck pelleHnn Ha OCHOBE aHanmaa




E—

Kak U npoTnsocTomMT MOLLEHHUKaM

* BbIABJI4ET N NepeXBaTbiBa€T MOLLEHHUNYECKNE CXEMbI \\\ =
;_'\ ,L \

* CHWMXa€eT Halrpy3KY Ha peallibHblE >XXePTBbl KYM HAXATb:

MUAOK?

-

MNMpumep: «Knbepbabywka» — MN-mopenb
COTOBOIO oneparopa

° O6LLI,aeTC9I C MOWWEHHNKaMWM OT MMEHW NMO>XXNJ10I0 KJITMEHTA

* OTBNIEKAET 3/I0YMBbILLIIEHHNKOB OT pPeanbHbIX NHOOEWN,
TPaTUT X BPEMS U PECYPChI




O6paTHaa ctopoHa U

PuHaHCOBbIE YrpoO3bl Ocob6aa 30Ha pucka
POCT KI/I6epMOLIJeHHI/I‘-IeCTBa * POCT 4HK1CJ1a NoCTpafgaBllnX HECOBEPLUEHHOTIETHNX

C ucnonb3osaHvem Vi « aTaku Yepes 3BOHKU U COOBLLEHNS
Kpaykv EHEXKHbBIX CPEeACTB M AaHHbIX (LUKOMbI, FOCOPraHbl, ONepaTopbl CBS3N)
aBTOMaTU3aLMS MPECTYMHbIX CXEM * MOLUEHHWNYECTBO C UrPOBbIMU akkayHTaMu 1 A

MpepoTBpaLLEHHDbIE MpoTuBogeuncTBue
XL EHNA PocpMHMOHUTOPUHF
222 PurHaHCcoBasA pa3Benka

27,5 21 ctpaH CHI'
Mnpa py6 Mnppa pyo6 MAH py6 EBpasuntickasa rpynna
2024 r 9 mec. 2025 r HOs0pb 2025 T no NMNOL/®dT

Onepauum 6e3 cornacus KIIMEHTOB




OTMmbiBaHMe cpeacTs

Kn6epmoweHHN4YecTBO 3anyTbiBaHe PUHAHCOBbIX NMOTOKOB

éa )
MoacraBHble KpuntTonnardpopmbi
6aHKOBCKME cHeTa
MHOrokpaTHble NepeBoab, l
CMeluVBaHMNE CPeacTs NMerannzauua / puHaHCMpoBaHue
NMPEecTynHOM AeATeNIbHOCTU

Yrpo3a HOCUT TPaHCHaLMOHaNbHbIM XapakTep
6




KTo Takou gponnep?

Odponnep

4YenoBeK, KOTOPbIN UCMOSIb3YET CBOW KapThbl
0J19 obHanM4MBaHMAa N TpaH3uTa (oanbHenwen
OTNPaBKN) NOXMLLEHHbIX OEHEXHbIX CPEACTB




BoBnedyeHme monogexxm

KToO BOBnekaerTcsH
* noapocTku oT 14 net
* CTYOEHTbI N LUKOJIbBHUKM

* 0Oe3paboTHble

. I

Bbonee 1 MnNH gponnepos
MacwwTab npobnembl B Poccun

AaHHble baHka Poccuum

Kak BoBnekaioT
(ncunxonorn4vyeckue ynoBKMn):

CPOYHOCTb — «TOJIbKO CEroHSA»
NPOCTOTa — «CnpaBuUTCca Ntobom»

MHUMasA NerasibHOCTb — «BCE 3aKOHHO»
NOCTENEHHOCTb — OT MaslblX CYyMM K DONbLUNM

couunanbHoe O0Ka3aTeNbCTBO —
«y>Xe paboTaloT COTHU»




OTBEeTCcTBEeHHOCTDb

NMpamaa yronoBHasd
OTBEeTCTBEHHOCTb

yCTaHOBSIEHA 3a APONNePCKMNE CXEMb
B pononHeHun cT. 187 YK PD

HakazaHue
* [0 3 neT nuweHus ceobopgbl —
3a nepegavyy 6aHKOBCKUX PEKBU3NTOB

e 00 6 net nuweHusa ceoboabl —
0715 OpraHM3aTopoB (OponoBoaoB)

NMpakTuka npmmeHeHusA

B 2025 r. BO30y»aeHo nepBoe
yro/l0BHOE OEeN0 NpPoTYB 4ponoBoaa

coTpygHudecTtso ¢ MB[] — ocHoBaHue
0151 0CBODBOYXOEHMS
OT OTBETCTBEHHOCTW

OpraHN3aTop BbISBIEH
Mo NoKasaHuUaMm
3a0ep>KaHHoro
oponnepa




Ovnndeunk

(ot anrn. deepfake — «rnybokumn nognor»)

BMAOEO0, ayamo unm poTo, co3gaHHblie A,
Ha KOTOPbIX YeSI0BEK OeNaeT Ui rOBOPUT TO,
4Yero HMKOraa He ObIIo B PearnibHOCTU

Kak aTo paboTaeT

* 3BOHKM NMOO BMOOM ONMpoCcoB 1 3arnncb rosioCa

* W konunpyeT nnuo 1 ronoc YenoBeka
JlocTaTO4YHO HECKOMbKUX CEKYHA, 3annucun

079 CO30aHNA rofiocoBoro aundenka

Al

* CO30aHMe ronocoBbIX ANNMENKOB




NepBbi rPOMKUN KEUC

2019 roa, BenukobputaHma Cxema aTakn

MOLUEHHWKK ¢ nomMoubto N ckonmposanu

\Y ( \
ronoc CEO aHEepreTn4eckomn Komnaxuu «[onoc pupekTopa» 3BOHUT NOJYNHEHHOMY

CO CPO4HHbIM pacriopa>XeHnem O nepeBoge
cpencTtB NOCTaBWUKY

!

-
€220 000

rnepeseeHbl Ha CHET MOLLEHHUKOB




.
e

«3nou 6nusHeu» (Evil Twin) X

CyTb aTaku I 1O g  YTo noxuwaloT

nognenbHaa Wi-Fi-ceTb, * JIOMMHbI 1 NAPONn
KOMMPYIoLan HAacToAlylo 74 — « [aHHble BaHKOBCKMX KapT

\ *+ nepenuncky u nctopuo bpaysepa

Kak paboTraeT cxema

(" N (. N ] ] N R
KnoHnposaHune cetun MNopgknoyeHme XepTBbl Man-in-the-Middle PULINHT
TOT e SSID, bonee kKade, asponopThl, nepexsaT BCEro denkoBas

CUIbHbIN CUTHAaT TOProBble UEHTPbI Tpaduka CTpaHuLa BXofa
N\ VRN VRN L J




«3nou 6nu3sHew» B asponopTty X

—

Cutyaumna Kputnyeckme oumbkm

LLIkonbHMLa nogktoYmnach * [lpourHopupoBaHbl
K Wi-Fi c HasdBaHunem asponopTa npenynpexXxaeHuns

CeTb Obina NepBo B CNncKe O He3allNLLIEHHON CeTn
Kon okasancs oaHopasoBbiM BeeneH Homep TenedoHa
naponem BBenéH Koa U3 MmecceHokepa

Pe3ynbTaT Ba)>xHO!
* [loTeps pocTyna K MeCCeEHOXKEPY Kofbl U3 MecceHa)kepoB

«  KoMnpomeTaums NMnM4YHbIX JaHHbIX HNKOrAa HE BBOAATCA
npw pervctpaunn B Wi-Fi




Mepen Havyanom paborbl N

* aHaNU3NPYET OJaHHble N3 COLCETEN, CaTOB, yTeYeK
* TEeHepUupYyeT «MaearbHbIE» MMCbMa U COODLLEHNS

OTnpaBnaeT nepcoHanbHOe coobuweHune

* 0e3 oWwnbok 1 WabnoHHbIX ppa3s
* BbIMAOUT Kak pearnbHoe crny>xebHoe obLieHne

Pe3ynbTaTt — notepsa AeHer

( n Cnyx6a nogaepXKu

YBEAOM NEHUE .
O NPOBEPKE Y4YETHOMU
3AINMNCH




MN-BNLLUNHTI

NMN-BNLLUNHT
(anrn. vishing = voice + phishing): ronocosou ¢puwmHr

* roJjiocoBad pa3HOBMNOHOCTb ﬂ,MHd)eVIKa B‘i{:ﬁgﬁg?g-r

OBOPOHDI
* W konumpyeT ronoc rno HECKONbKNM

CEKYHOaM 3allncu

* TMNO3BOJIHAET BECTU ANaJior C )KepTBOVI
y L

N penaeT MOLLEeHHMNYEeCTBO
MaKCManbHO peariuCTU4YHbIM




CyTb aTaku

* N BepnéET becenpbl C ThicA4YaMu NOOeN OQHOBPEMEHHO

« Co3gaéT nnn3nio OoBeEPUS, MCNOMNb3yeT OaHHble
couceTen anga nepcoHann3aumm odLeHns

Kak paboTaeT cxema

(" ) (" )
Nepenucka B yaTax MpepnoxxeHne BnoXeHUU JdemMoHcTpauua «ycnexa»

NINYHbIE BOMNPOCHI, CTaBKW, KPUMNTOBaNoTa, Yyepe3 POTO, CKPUHLLOTHI,

rOJI0OCOBbIE COODLLEHNS dUHaHCcOoBbIE NPaMUabl nogapKu
. J \_ Y,




Be3onacHocTb B ny6nnyHom Wi-Fi

He nonb3yiiTecb He3alWMNLWEHHbIMU CETAMM Hukorpa He BBoguTe Naponu n gaHHble KapT

«3rble OBOMHWKN» MOYTN BCEraga OTKPbIThI [y6nunyHbin Wi-Fi nepexBaTtbiBaeT Tpadpuk

O6pawante BHUMaHue
Ha npepynpexapeHusa

Ncnonb3ynte Tonbko HTTPS-canTbl

3Ha4Y0OK 3aMKa — COoeaAnHEHnE
3alNLLEHO CKBO3HbLIM LLINPPOBAHNEM

OHU CUrHanNM3npyroT
O pearnbHOI yrpo3e

Mopknoyante MHOropakTOpHYIO
ayteHTudunkauyuo (MFA)

[Naponb + ogHOpPa30BbLIN KoL




He nognasanTechb naHukKe! X

Kak 30ByT MOI0

- . - cobaky?
NMpocTon, HoO HapEe>XHbIN cnocob

3allMmMTUTbCH OT nopgpaenkv ronoca I

1. Monoxute TPyOKY Npu NepBbIX NOO03PEHUAX

2. lNepe3BOHUTE POACTBEHHUKY WU OpPYry
13 TenedoHHOW KHUM O NPOBEPKM

. Ucnonb3yite cemenHoe KogoBOE CII0OBO
019 MOATBEPXXAEHNSA NTUYHOCTY

. 3apaBaunTe NU4HbIE BONPOCHI,

N3BECTHbIE TOMNbKO BNN3KNM
(Haripumep: «Kak 30ByT Hallly cobaky?s)




Co6nopante umdppoBylo rurmeHy!

Kak He paTtb M knoHunpoBaTb KoHTponupyuTe aMmouoHanbHoOe
Ball rosioc COCTOfiHue

« 3akpouTe QOoCTyMN K COLCeTaM « Jliobas nHdopmaums, Bbi3biBatoLLas
(TOsIbKO 4715 APY3€EV) CubHbIE 3MOUMK 1 TPpebytowas
HeMeOneHHbIX OENCTBUN,

« He BbiKNnagbiBanuT niucu
e aAblBanTe 3anuc ckopee Bcero — obmaH

ronoca B OTKPbITbIV JOCTYM
CTaTyChl, CTOUMBbI, MECCEHIKEDb] « ObcyaunTe cuTyaumio ¢ 6nmnskmmMm
(cTaTychl, cTp KEPB]) y y |-

MNnaBHOE opy)XXue — KPpUTUN4YecKoe MbilurieHue

[NlomMHKuTe: rocygapcTBeHHble opraHbl (LB P®, ®CB, PHC) He pelwatoT
«BayKHble BOMPOChbI» MO TenieoHy



OTcekanTe noao3puTeribHble KOHTAKTDbI
v

Kak HeﬁCTBOBaTb, ecin CTOJMIKHYJIMCb C MOLLLEHHMN4YEeCTBOM
* MMpekpaTtuTe pa3roBop Npv ynoMmuHaHum * He nepeBoguTe HUKaAKNX QEHET YEMOBEKY,
[EeHEr, CTaBOK, KPUNTOBaOT KOTOPOro He BUOENN BXNBYIO

* Mcnonb3ynte KPUTUHECKOE MbILLIEHUE * Mpu HeobxognmMocTn — coobLnTe

B NMPaBOOXPaHUTEJIbHbIE OPIraHbl

« 3abnoknpymTe MOLLEHHMKA
N aaMUHUCTPAaLMIO NNaTthopMbl

PomMmaHTn4YecKum ckam — 3ToO urpa Ha goeepum,

a pMHaNbHOW CTaBKON ABMSOTCA BallM OEHbIN




Oponnepbl — nocpeaHuKn
B GMHaAHCOBbIX CXeMaX MOLUE

KTo Takme gponbi

« Jlioon, NpUHMMaOLLIME NOXMLLEHHbIE OEHbIM
* [lepeBogAT NMMOO CHUMAIOT AeHbrM 09 KypaTopoB
» [lepepatoT KapTy C AOCTYNOM K OHNanH-baHKy

Oponbl y4acTBYIOT B Yro/IOBHOM NPEecTyn/IeHnn

«MpuobpeteHne nMb60 nepepayva KapTbl NNLAMMU, HE ABNAIOWMMUCA KIIMeHTaMn baHKa» —
3a JaHHOE HapyLleHne HaKa3aHue: nuweHne cBoboabl CpokoM fo 6 net ¢ BbinnaTou wrpada.

Crates 187 YK P® «HeripaBomepHbIvi 060pOT CPEACTB I/IaTEXEN»




CtaTuctuka gponos B PP X

Odponnepbl — Ba)KHOe 3BEeHO

> 1 MJIH B 1erain3auimm yKpageHHbiIX cpencTB

KITMEHTOB-APOMNMNEPOB
B 6aHKaX MOTyT NPUBNeKaTbCs K YrOI0BHOM OTBETCTBEHHOCTM

no cT.174 YK P® «Jleranusauuns (0OTMbiBaHNE) AEHEXHDbIX

CpeAcTB UK MHOIro NMyLLLECTBA, NPUOBPETEHHDIX
~20%

APYrMMUy NIMLamMm NPeCcTyNHbIM MyTEM>
He oco3HatoLme

NocCNeacTBU MOOPOCTKN

OcBegOMNEHHOCTb 1 OCTOPOXXHOCTb
KPUTUYECKU BaXXHbl




Buabl gponnepoB No GyHKLUNAM

SanBLUUKM TPaAH3UTHUKMA OGHanbLLWUKMN

* MPpUHNMaloT HallIn4HblE — * MNOJ1yHakoT nepesobl — * CHUMaloT AeHbI'n

B baHKoMaTax —

*  3a4YNCNAOT Ha CYET — * nepeHanpasnaloT
Ha Opyrue cyeTa * MepenatT opraHn3aTopam

* NepeBOOAT fasblue NIV KOLLIENbKM

Cyume | 50009



Bep6oBka gponnepos c nomouwbio U

Kak paboTraeT cxema

-
Heupocetu n NLP

aHaNU3NPYIOT OTKPbITbIE MICTOYHUKN
(couceTn, popyMbl, MAPKETMIENCHI)

(
Mouck yasBmMMbIx rpynn

CTyOeHTbl, be3paboTHbie Nogu,

A\ 4

( )
OueHkKa ncnxonornm XXepTBbl

NOCTbIl, CTWUIb OOLLEHNS —

BHYLLIAEMOCTb, an4HOCTb
\_ J

NLLYLLINE «NEMKNIN O0X00»

J

.
TR

' 4
% MepBUYHbIN KOHTaKT
yaT-00Tbl, UCMOSIb30BAHVE

/

~

J

Qﬁb . onndenk-aBaTapos
Y




TUNUYHbBIN CLuEeHapuii MNcc, napeHb, noapaboTKa
?
6e3 onbiTa 1 06pazoBaHUs AP He UHTepecyeT:

paboTa n3 goma,
2—3 4yaca B OEeHb

oba3aTenbHoOEe ycnosme —
baHKOBCKas KapTa
NN OHNAaMH-baHK

HYenosek HeOCO3HaHHO CTaHOBMTCSH
aponnepomMm M Coy4acCTHUKOM NpecTyrJieHus




Kak paboTraeT cxema

«Owmnbo4YHbIN NepeBo>»

-

\

«Cny4yanHbIn»
nepeBop,
NOCTyNaeT Ha cYeT

~

-

J

EaAMHCTBEHHO BEepHOe pelwleHve

\

3BOHOK C Npocbbow

CPOYHO BEPHYTb OEHbLIN
Ha «MPaBUNbHbIV» CHET

-

J

HemenneHHo cBa3aTbCcya ¢ baHKoOM

[enctBoBaTb CTPOro no ero MHCTPYKLUUAM

CMC ort: Hen3ssecTHbIN aboHeHT
Cymma: 50 000 py6.

\

~
NepeBop peHer

Mo pPpeEKBN3NTaM
3J10yMbILWITIEHHNKOB

J

CAYYAVHO OTMPABMAA,
NEPEWAWUTE AEHBIU
No HOMEPY




«AgMMUHMNCTpPATOP nortepemn»

Kak BbirnaguT 4YTOo NnpoucxoautT Ha caMmom faerne
Bep6oBkKa

* HaHATbIM YeNnoBeK CTAHOBUTCA OPOMNMNepom
[MpeonaratoT

« [leHbrv Ha KapTe — NOXULLIEHHbIE CPEACTBA FNX XKEPTB
«TEXHNYECKYO paboTy» H P - PeA y Bpy P

* [lepeBogbl 0POPMNAOTCHA KaK «BbIUIPbIWW», HO YXOOAT:
Oba3aHHOCTb — peBoAbl 0OPop P yXOH

pacrnpenensTb OeHEeXHble — Opyrum gponnepam Unm NoacTaBHbIM NINLAM
Npw3bl «NobeguTensam» — HanpsamMyto MOLUEHHUKaM

Knio4yeBana ponb gponnepa

OpobnT n «ounLaeT» NPEeCTYNHbIN OEHEXHbIN NOTOK
CyLleCcTBEHHO OCMOXHSAET BbiiBNIEHME CXeMbl bDaHKaMy 1 MPaBOOXPaHUTENbHBIM OpraHamm




Bepb6oBka yepes3 coLceTu X

Kak HaxogaT XXepTBy Kak npoxoaouT Bep6oBka:

W anannanpyet couceTu: o «KunBoOWM» akKayHT C yKpageHHbIMU GOTO
NOCTbl O MOUcKe paboThl, .
y4yacTume B PO3birpblllax

Coo0bLeHns ¢ npensioxXeHnem nogpabdoTky,
MOMOLLW, «COLManbHOro» MpoeKkTa

BeibupatoTtcs yassruMble ntoam Y6exknatoT B neranibHOCTU CXEMb

| [MpocAaT nepeBoaAnTb OEHbIM YEPES NNYHYIO KapTy

TUNM4HbIE nereHAabl PR
 «AOMUHUCTPATOP OOHaATOB»
« AccucTeHT bnorepa nnm cTtprumepa Hwv opHa neranbHas

* BonoHTép, nprHumatoLwmnii opraHusauus He ucnonb3yeTt ,
NOXXepTBOBaHUS KapTy C/lly4dYanHOro 4esfioBekKka ...




~VYronoBHas oTBeTCTBEeHHOCTb B P®d X

CtaTbm, npeaycmMmaTpuBalouie Haka3aHue 3a AponnepcTBo

* 174 YK PO «Jleranmzauus (OTMbIBaHME) OEHEXHbIX CPEeACTB UM MHOIMO MMYLLECTBA,
NPMOBPETEHHBIX OPYrMMN NULAMM NPECTYMNHbBIM MYyTEM>»

187 YK P® «HenpaBoMepHbIl 060pOT CPeacTB nnaTtexemn»
159 YK P® «MoweHHn4ecTBO»
AN

JanovHuUuTe rnasHoe:

* [ponnepcTBO — He «Erkmnm 3apaboTok»,
a YrosioBHO HaKa3yemMoe nNpecTynjieHne

OTBeTCTBEHHOCTb HEeCyT KaK OpraHm3aTopbl,
TaK 1 paaoBble YHaCTHUKUN




MNMpaswuna 6e3onacHoOCTn

_ i@ j
/

3a6bnokupoBaTb

Ecnun o6Hapy>Xunm npnaHaku Bepb6oBku:

° HperaTl/lTe BCE KOHTaKTbl C MOWEHHNKaMK
Huyero He rnepesoanTe, ga>xe ecCrii noayyHnin I'IO,D,OSpI/ITeJ'IbeII‘/JI rnepeson

3abnokumpynTe KapTy 1 yBegoMuTe baHK

CoxpaHuTe Nepenmncky, PEKBU3NTbI, HOMEPa MOLLUEHHNKOB

ObpaTuTech B NpaBoOOXpaHUTENbHbIE OPraHbl

Bce npeano)XeHun «Jerkoro sapabortka» — nogo3puTeribHbl
ocobeHHOo ecnn TPebyIoT NepcoHanbHble JaHHblE UY AOCTYMN K DaHKOBCKMM KapTaMm

30




McTopua n ocobeHHoOCTU X

4H4TO Takoe KpuntToBanoTa:

* Undposble geHbrn 6es y4actmsa rocbaHkoB

« PaboTaeT Ha briok4yenHe —
OELIEHTPannM30BaHHOW Tabnuue TpaH3akLuuii

dPeHoOMeHanbHbIN POCT CTOMMOCTHU
2009r. | TueHT

2025 r. N 5126 200
NoxopHOCTb B NpoLwiom # 00X0OHOCTb B 6ygyLwiem

31

3 aHBapa 2009r.

CreHepupoBaH NepBblt bnok Bitcoin

OcCHOBHBbIE KPMMNnToaKTmnBbI
2026 r.

Bitcoin, Ethereum,
Tether, Binance Coin

Menkmne npoeKTbl




Lindbposom pybnb vs KpuntTosaniora

A

Lindbpoeou py6nb KpunToBanwoTa

e JlononHsaeT HanMn4Hble 1 be3HanunyHble ° ,D,eLI,eHTpaJ'II/ISOBaHa — HET eaunHOoro
cpencrtea KOHTPOJ1A4 roCyadapcCTB Un baHKoB

KonTponupyetcsa LUb P®, poctyn yepes lcnonb3yeTca Kak akTuB / UMYLLECTBO,
MOOWABbHbIE NPUNOXXEHNSA N UHTEPHET-0aHK He BCerga 3akOHHOE CPELCTBO nnatexa

ObaszaTtenbHasa npouenypa KYC [lceBOOHMMHaA: NprBA3Ka
019 3aWunTbl OT MOLLEHHUYECTBa K Nyb6nnyHoOMy agpecy KoLlesnbKa,
N OTMbIBaHUA OEHEr = PUCKK besonacHoOCTuU

focypapcTBEHHbIN Y L JeueHTpann30BaHHbIN aKTUB
N KOHTPONUPYEMbI aKTUB (1 C BbICOKOW BONATUNbHOCTbIO




KpuntToBanioTa n MOLWWeHHN4YeCTBO

HonAa npecTyrnHbIX Ncnonb3oBaHve npectynHmKkamm

TPaH3aKkuum HapKoTuKn, azapTHbIE UTPbI, KpaXka
2023 r. N 0,61% NHTENNEKTYalbHON COOCTBEHHOCTM

2024 EEER 014% OTMbIBaHue OeHer, dDI/IHaHCOBbIe nmpamMnabl

KpnntoBantoTbl — CNOCOO NpUBNeEYeHns CpeacTB
N MHBECTULMI C 0bellaHmemM bbICTPOro goxoaa

Cy61beKTbl C Npu3HaKamMmm
HeneranabHOMN OeATeNMbHOCTMU
Crarucruka Lb P®

KpunToBanioTa ygobHa monoge)xu,
m HO ABNAETCH MHCTPYMEHTOM MOLLEHHUYECTBA,
0CobeHHO Npu ncnonb3oBaHun NN onsa maccoBocTr

AHBapb—uUtoHb 2024 AHBapb—UtoHb 2025




MoweHHn4Yeckum P2P-TpeyronbHuK

Kak paboTaeT cxema

dPeinkoBoe 0ObABNEHUE N ( NopmeHa pEKBI/I3I/ITOB\ (I'IepeBop, neHer P2P-tpenpepy

[Mpoparka ToBapa kapTa P2P-Tpengepa, MOKYMKa KpUNTOBantoThl

MO LIEHE HMKE PbIHKa a He npopasLa MOLUEHHVKaM
\_ J /.

Kak CHU3nTb pUCKHU

* [lpoBEPATb PEUTUHIV U UICTOPUIO KOHTPAreHToB
* BbibupaTb nonynapHble U NOOTBEPXXOAEMbIE CMTOCOObI ONNaThl
» [lpogaBaTb TOBapbl TObKO Yepes NPOBEPEHHbIE TOProBble NOLAAKY




Ckam SQUID kpunToBanioTa

YTO Nnpou3owno CurHanbl onacHoCcT™

TokeH Squid obewanu ncnonb3oBaTb
B OHNaH-Urpe no nonynsgpHomy cepvany ., 4

3a 2 gHsa pocTt 44 000%, ueHa $2860
4 OTcyTCcTBUE NUCTUHTA
Bckope obecueHunnca oo O Y O Ha N3BECTHbIX BUPXXax

MoLueHHUKW BbiBENUN >3 MIH S,
nocTtpagano 40 000+ nHBecTOpOB

HeBO3MOXXHOCTb
npoOgaTb TOKEH

OwWwnbKkn Ha canTte

Ba>xHO

» [lepen HBECTMPOBaAHMEM NPOBEPATb CO3OaTENEN MPOEKTa U OOCTYNHYIO MHPOPMAaLLUIO
* OCTOPOXXHOCTb 1 KPUTUYECKOE MbILLMIEHNE = 3aLiuTa OT PUHAHCOBOro MOLLIEHHNYECTBA




NMupamumpa Bitconnect

MexaHnam obmaHa

CyTb cxemMbil

« MackupoBkKa rnof kpuntonnatpopmy
c WM pna Toproenu

« [leHbrv HoBbIX MHBECTOPOB — BbINNaThl
«NPUbbLINN» CTapbiM 1 BOHYCbl —
KapMaHbl OpraHM3aTopoB

« ObewaHne BbICOKOW NpnbbINu
NPV MUHUMaIbHbIX PUCKax

* PedepanbHas nporpamma:
/—15% OoT BKNagoB HOBbIX y4aCTHMKOB

D -—

NMocnepcreua
* [locTpapganu nieectopsbl 13 40+ cTpaH

« Toprosoro poboTa
He CyLLeCTBOBaso

FapaHTUK BbICOKUX 0,0X000B
+ 22

pedepanbHbie OOHYCbI

SABHbIN CUrHan
¢uHaHCcOoBOro ckama

e YObITkM cocTaBunm >17 MAH S




PuHaHcoBasa nmpamvaa PmMHMNKO

CyTb cxXemMbl Oco6eHHOCTHN
« W3baBneHue oT KpeguUTOB HYepPE3 NHBECTULN * Bce onepauun npoBognnch

Ilcnonb3oBaHMe «MaTeEMaTUYECKNX MOOENEens B buTkonHax u Tether
n N ona «CHM>XeHUsa puckoBs» [lononHeHme cHeToB PpUaTHbIMU

BO3MOXXHOCTb KyNUTb KBapTUPY fieHbramu bbino sanpetleHo
N MawmnHy 3a 35% oT CTOMMOoCTIN [TonynapHOCTb CXeMbl BbIPOCNa 3a CHET

Neno3utbl ¢ poxopaHocTbio 20-30% B mecsL KPYTMHbIX «BbIFOAHbIX>» MPELNOXEHNN

Ivs

Bbicokue poxoabl + HEBO3MOXXHOCTb MCMNOJib30BaTb OBbIvHbIE AeHbrm =
ABHbIA CUrHasa MoLleHH4YecTBa




X

MNMpaswuna 6e3onacHoOCTn

MpoBepanTe neranbHOCTDb MpuaHakun pHaHCOBbLIX NIMpamMv

* HepeanuctunyHble obelaHna JOXoOHOCTW,
B pa3bl BbllLIE PbiHKA

* Bce ¢purHaHCcoBbIe OpraHmM3aumnm
OOJIKHbI UMEeTb nnueH3nto LIb PP

» [lpoBepkKa 4Yepes3 CNpPaBOYHUK:

o e PedepanbHas nporpaMmma
cbr.ru/inside/warning-list

OTCyTCTBI/Ie IMUeEH3INN N OOKYMEHTOB

ArpeCCI/IBHaFI peKnaMa N CPO4YHOCTb

MaBHOe NnpaBuno («Tonbko ceroaHA!»)

* Henpo3payHoCcTb: HET MHpOPMaLNM
O PYKOBOACTBE UNU pernctpaummn

«becnnaTHbIV Cbip — TOMBKO
B MblLLENOBKE!»

[prem HaNMYHbIX NN KPUNTOBANOThI
b6e3 OOKYMEHTOB




FnaBHaA ULenb SA0yMbBILLWITEHHUUKOB

CHuM3nNTb 6gNTEenbHOCTDb
N OTK/TIOUMNTb KpUTU4eckKoe
MbILUJIEHUEe XepTBbl

CxeMbl MeHSII0TCA,
CYTb OCTaeTCsl NpPeXHeun
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PUyLLMHIroebie Mmara3mHbl 1 CanTbl

Cxema MmOweHHMKOB

MOLLEHHUKM CO30al0T KON CanToB 1 \( MpepnnaratoT ToBapbl, bUNeTbl, NyTEBKMU
Mara3mHOB, aBMaKOMMaHUN, baHKOB U TN J Lco CKMOKOW, 3aMaHnBas XXepPTBY

MpaBuna 6esonacHoOCTM

- NF (El https.//
MokynanTe ToNbKOo Yepes '

B
\---\ | He nepexoaute -
| oduumanbHsie npyunoxenms \

e (D)

| Mcnonbayet https, a He http

[MpoBepanTe, 4TO canT
N0 CChifkam 13 nrcem g

f f ” f o
[lpoBepbTe OLWNOKK Mcnonbsynte

| B TEKCTE 1 IMEHM camnTa | @HTUBMPYCHOE o

OTpoenbHasa kapTa
_ans OHJTAH-TMOKYMOK




= JOocTtaBka uBeTtoB un «lf'ocycnyrn» X

Cxema MmoOweHHMKOB

(3 )

BOHOK
«cny)>X0bbl poCcTaBKN»

(330HOK
«PockoMHap3opa»

(BTOPOI‘/'I 3BOHOK A
«cny)xbbl be3zonacHocTn»

Ha3BaTb 13 CMC kopf,
«NoATBEPXOEHUA»

COO0OLWAaT 0 AKO0bI
Hebe3onacHoOW cuTyauum

. J

Mpasuna 6esonacHoOCTMN

MOMOYb BOCCTaAHOBUTb
gocTtyn K «['locycnyram»

. J

.

* Hwukorga He coobuwante SMS-koabl — 3TO KOAbl 419 MUKPO3aiMOB

« CnpocuTte cebs: »xganu N Bbl 4OCTaBKy? Ecnu HeT — adepucThbl




= BnokupoBkKa KapT c nomMmolLuybio N X

Cxema mMoweHHUKOB
4 ) a ) a )

3BOHAT B 6aHK OT «KJIMEHTa» BnokunpyloT KapTy YrpoxatoT XepTtBe

\ 4

\ 4

Ha3biBalOT NMYHbIE OAHHbIE, [TpyYmnHbIL: NoTeps4, TpebytoT aeHbrm

c M nmntupytoT ronoc Kpa)ka 1 npo4yee

N\ J N\ J

MpaBuna 6esonacHoOCTM

3BOHWUTE B BaHK TOMbKO Hu npu kakux ycnosuax PacckaunTte o cxeme
Nno opuLnanbHOMY HOMEPY He nepeBoguTe OeHbIM BCEM POACTBEHHUKAM




Fnob6anbHaa npobnema

Bapocnoe HacenneHme Mimpa Ncuxonorndeckue nocnencTtevA

CTOJIKHYJTUCb MnoCTpagain npu NCMNblTbIBAtOT yXyawnincb
C MOWWEHHWNYECTBOM OHJTaNH-MOKYTIKaxX CWUJTbHbIN CTPECC OTHOWEHNA B CEMbE

OT MHBECTULMOHHOIO TEPAKOT YBEPEHHOCTDb
MOWwEeHHNYEeCTBa B cebe

FNaBHbIN LUMT — KPUTUYECKOE MbilunieHue n umdpoBasa rpaMmoTHOCTDb

* [louTu Kaxapin 4-in, cHUTarLWMM cebss OCTOPOXKHbIM, BCE PaBHO TEPSET AEHbIM
*  MOLLUEHHMKN NOCTOSIHHO COBEPLLUEHCTBYHOT TAKTUKM 11 ©Ba30BON BANTENBHOCTU yXKe HegOCTAaTOYHO
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— MexpayHapoagHasa onnivMmnana
no dmHaHcoBOM 6e3onacHoOCTM

OnvuMmnuagHbie 3afgaHuUA cocTaB/ieHbl HA OCHOBe nporpamm

LLIKONbHUKMK CtypeHTbl

« MartemaTunka * MexxayHapogHble OTHOLLEHUS, 3apybeXkHOe pernoHoOBeOEHME
* WNHpopmaTuka * 3JKOHOMWVKa, PUHAHCHI, 3KOHOMMYeckasd 6e30nacHOCTb

» (ObuiecTBO3HaHME * MaTtemaTtuka, MHpopMaLMOHHas be30NacHOCTb

* OpwucnpygeHuusa
h

NMpu3bl u NnpenmyLlecTBa

v/ JlbroTbl Npu NOCTyNneHUn B By3bl v/ BO3MoOXXHOCTb cTaxupoBsaTbcst

Me>xxoyHapoOHOro CETEBOro MHCTUTYTA B PocdunHMoOHNTOpUHrE
(bakanaBpwuart, MarucTpaTypa, acnmpaHTypa) N OPYrX opraHnsaumsx



2 Me>xayHapopgHas onvuMnuapa gaeg
no pnHaHcoBon 6€30MNacHOCTM s

rosfinolymp.ru sodrujestvo.org

4
N )

TemaTtniecknii ypok OT60pPOYHbIN Keanu¢pukaunoHHbIN 3UMHas WKona
«PrHaHcoBas aTan aTan no GruHaHCOBOM
be3onacHOCTb» be3onacHOCTU

10 gpesparnsg — T1yp 2Typ CTyneHTbl LLkonbHUKN Hos6pb —
30 anperns 14-17 mapra  19-21anpens 1-19 moHss  2-3 ceHTabps aexkabpb

- | g |

. ¢ ¢ ¢ —

4 ) 4 )
MpurnacnTenbHbIn JleTHas wkona PrHaNbHbIN
3Tan No ¢prHaHCOBOW 3Tan
be3onacHoCcTH
02 geBpansg — 10 mapra Wrornb CeHTa6pb




MNapTHepbLI

MWHWCTEPCTBO MWHWCTEPCTBO
PELAEPAJIBHAS CITY)KBA NMPOCBELLEHWA BHYTPEHHUX OEN
Mo PNHAHCOBOMY POCCUNCKOWM POCCUNCKOWM
MOHUTOPUHIY PEOEPALINN PEOEPALINN
MWHWCTEPCTBO HAYKM
M BbICLUEFO OEPA30BAHNSA MyM IM
POCCUCKOWN
DELOEPALLAY

coapyxectBso ” nCE w{ //.J Egi{%llg hélllzl:lA.D.HOﬁ
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